Cyber Safety

A Presentation By
Lieutenant Robert Garofalo
& West Windsor Police Department
== Computer Forensic & Investigative Unit
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F | RESOUICES
4 o www.isafe.org
¢ WWW.cybersmart.org
. Www.missingkids.com
. e www.spector.com
S 4 www.iphantom.com
¢ WWW.netsmartz.org
¢ Www.Positiveparenting.tv (Tom Palermo)
¢ garfo@westwindsorpolice.com
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Sexting

Definition: Sexting is the slang term
for the use of a cell phone or other
similar electronic device to distribute
pictures or video of sexually explicit
Images. It can also refer to text
messages of a sexually-charged nature.




e Sexting

¢ Sexting (a portmanteau of sex and texting)
IS the act of sending sexually explicit
messages or photos electronically, primarily
between cell phones.

. 2 ¢ the act of text messaging someone in the

s  hopes of having a sexual encounter with
them later; initially casual, transitioning into
highly suggestive and even sexually explicit
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http://en.wikipedia.org/wiki/Portmanteau
http://en.wikipedia.org/wiki/Human_sexual_behavior
http://en.wikipedia.org/wiki/Text_messaging
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= oexting

*\While it may be shocking, the practice of "sexting" -
sending nude pictures via text message - is not unusual,
especially for high schoolers around the country:.

In October a Texas eighth-grader spent the night in a
juvenile detention center after his football coach found a
nude picture on his cell phone that a fellow student sent
him.

*Roughly 20 percent of teens admit to participating in
"sexting," according to a nationwide survey (pdf) by the
National Campaign to Support Teen and Unplanned
Pregnancy.

*Courtesy CBS News
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http://www.thenationalcampaign.org/sextech/PDF/SexTech_Summary.pdf

= oexting

*The image was blurred and the voice distorted, but the
words spoken by a young Ohio woman are haunting. She
had sent nude pictures of herself to a boyfriend. When
they broke up, he sent them to other high school girls. The
girls were harassing her, calling her a slut and a whore.
She was miserable and depressed, afraid even to go to
school.
*And now Jesse Logan was going on a Cincinnati
television station to tell her story. Her purpose was simple:
“l just want to make sure no one else will have to go
through this again.”

«Courtesy Today Show
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http://www.msnbc.msn.com/id/29546030/

> Sexting

*The interview was in May 2008. Two months later,
Jessica Logan hanged herself in her bedroom. She was 18.
«Courtesy Today Show
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Sexting

Florida teenager commits suicide after
“sexting” related bullying
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Sexting

: g False. Contrary to media hype, the typical online
S5 :.}" child predator does not carefully piece together
9 . identity information to locate and abduct unwilling

== teens. More typically, teens who go off with adult

predators go willingly after a period of online
romantic and sexual talk. It's the combination of
talking sexually to a stranger and providing private
identity information that is risky.




- -:'-invitations from strangers.
A [] True [] False




_ Sending sexy photos of yourself or other teens over the Internet may
;3 result in these photos being passed around the Internet.
[] True  [] False

s
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Tl = True. Strangers who ask for sexual
; g‘ photos of teens may end up passing
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I - them along on the Internet, in violation
;  of child pornography laws. These laws

fsay that the possession, distribution, or
= production of sexual images of minors
s a crime. There has been at |least

one case in which a boyfriend and
girlfriend who e-mailed intimate photos
of themselves back and forth were
arrested for child pornography.




Deciding how to present yourself online is a bit
more complicated. For one thing, you cannot

always know who your audience is.

Social networking sites may feel as private as
hanging out with your friends. In reality, they are
vast public spaces where privacy settings may or

may not provide the kind of privacy you expected.

Do you know that...

» The content you post on profiles and blogs
sticks around the Internet forever—even after
you decide to take it down.

* The information, photos, and videos you
post about yourself can be found easily by
searching, sometimes even if you thought you
marked them private.

* The content you create—photos, drawings,
videos, writing—can be copied by anyone and
used for any purpose without your permission.

» Even if you use privacy controls offered by
social networking sites, there are always
invisible audiences, that is, audiences you
didn’t intend to see your stuff. Sometimes you
might not care, but other times you might.




Who Else Controls
Your Image?

It's not enough to think about how you present
yourself. Your friends on social networks, video
and photo sharing sites, and blogs may also
share information about you. Check around.
Are your friends posting photos of you and
tagging them so that everyone knows what you
are doing? Do your friends leave posts on your

profile that reveal more about you than you want
others to know?

FACEBOOK
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CyberSmart! g

Explore the privacy tools on the sites you B
use and decide how public or private your
stuff should be.

Consider your “invisible” audience when you
post online. And remember that there is no
guarantee of privacy online.

Monitor what others are posting about you in
comments, photos, videos, and blogs.

Read the Privacy Policy or Terms of Service
of any network you join. Understand what
information about you is collected and how it
s sold to and used by others.




Sexting Acronyms

18 =Oral sex

2 1337 =Elite

3 143 =I love you

4 182 =l hate you

5 459 =] love you

6 1174 =Nude club

7 420 =Marijuana

8 ADR =Address

9 ASL =Age/Sex/Location

10 Banana =Penis

11 CD9 or Code 9 =Parents are around
12 DUM =Do You Masturbate?

13 DUSL =Do You Scream Loud?

14 FB =F*** Buddy

15

16 FMLTWIA =F*** Me Like The Whore | Am
17 FOL =Fond of Leather

18 GNOC =Get Naked On Cam

19 GYPO =Get Your Pants Off

26 J/O =Jerking Off

27 KFY or K4Y =Kiss For You

28 Kitty =Vagina

29 KPC =Keeping Parents Clueless

30 MorF =Male or Female

31 LMIRL =Let's Meet In Real Life

32 MOOS =Member Of The Opposite Sex

33 WYCM =Will You Call Me?

34 MOS =Mom Over Shoulder

35 MPFB =My Personal F*** Buddy

36 NALOPKT =Not A Lot Of People Know That
37 NIFOC =Nude In Front Of The Computer

38 NMU =Not Much, You?

39 P911 =Parent Alert

40 PAL =Parents Are Listening

41 PAW =Parents Are Watching

42 PIR =Parent In Room

43 POS =Parent Over Shoulder or Piece Of Sh**
44 PRON =Porn

20 IAYM =l Am Your Master

21 IF/IB =In the Front or In the Back

22 IIT =Is It Tight?

23 ILF/MD =l Love Female/Male Dominance
24 IMEZRU =I Am Easy, Are You?

25 IWSN =] Want Sex Now
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45 Q2C =Quick To Cum

46 RU/18 =Are You Over 18?
47 RUH =Are You Horny?
48 S2R =Send To Receive
49 SorG =Straight or Gay

50 TDTM =Talk Dirty To Me




Cell Phone Safety




iy

g Using Wireless Devices More Safely

¢ Nearly half (47%) of US teens say their

social life would end or be worsened
without their cell phone, and nearly six in
10 (57%) credit their mobile device with
Improving their life, according to a
national survey from CTIA and Harris
Interactive.
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g Using Wireless Devices More Safely

iy

.+ Four out of five teens (17 million) carry a

wireless device (a 40% Increase since
2004)

¢ Impacton Teen Life

— A majority (57%) of teens view their cell
phone as the key to their social life.

— Second only to clothing, teens say, a person’s
cell phone tells the most about their social
status or popularity, outranking jewelry,
watches and shoes.

(o) :
:ékf, West Windsor
)
T
'OLICE

Police



8 Using Wireless Devices More Safely

¢ Providing Entertainment and Security

— More than half of the respondents (52%)
agree that the cell phone has become a new
form of entertainment.

— One-third of teens play games on their phone.

— 80% say their cell phone provides a sense of
security while on the go, confirming that the
cell phone has become their mobile safety net
when needing a ride (79%), getting important
Information (51%), or just helping out
someone In trouble (35%).
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W Using Wireless Devices More Safely

— Teens carry cell phones to have access to
friends, family and current events.

— Though only one in five (18%) teens care to
pinpoint the location of their family and

friends via their cell phone, 36% hate the
Idea of a cell phone feature that
allows others to know their exact
location.
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e Using Wireless Devices More Safely

¢ Texting Replacing Talking

¢ The study also confirmed that texting Is
replacing talking among teens. Teens admitted
spending nearly an eqgual amount of time
talking as they do texting each month. The
feature Is so Important to them that if texting
were no longer an option 47% of teens say their
social life would end or be worsened - that’s
especially so among females (54% vs. 40%).
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s Using Wireless Devices More Safely

¢ Texting Replacing Talking

¢ With more than 1 billion text messages sent each
day, It is no surprise that 42% of teens say they
can text blindfolded, the study found.
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W Using Wireless Devices More Safely

can be as high as 3 to 4 hours a day

1e o 44% of teens said they use text messages
as their primary source of communications
_ =~ + With text messages being sent from the
movies and the dinner table

¢ 26% said It’s the first thing they do In the
morning
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B Using Wireless Devices More Safely

© + What is the problem ?
¢ Cell phones are used to
— Transmit inappropriate pictures of friends

— Harass others with hate messages

— Use text messages to send answers during
tests

— Take pictures of exams and send them to
friends
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s Using Wireless Devices More Safely

¢ They are also used to
— Make drug transactions

— Make contact with child predators masking
themselves as other teens

— Countless other crimes

— Distract teen drivers and cause countless
motor vehicle accidents

N NSERoR
[Tk Y 3 -
a5 West Windsor
(;o : 123 o
iy Police




g Using Wireless Devices More Safely

."4° o Setappropriate ground rules for use of
wireless devices. (Contract)

¢ Decide who they may communicate with
B and how they may use these devices.

Teen Cell Phone Bans

Movember 20035
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W Using Wireless Devices More Safely
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'+ Monitor your wireless bill to keep track of

the amount of time your children spend

talking and sending messages and with
whom.

= o Pay special attention to numbers or

messages from people you do not
recognize or have not approved.
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W Using Wireless Devices More Safely

¢ Teach your students to tell you If anyone
: sends them a threatening or frightening

message.
.+ Ifyour students are being stalked,

e harassed, or threatened In any way, report
the incident to the Police
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W Using Wireless Devices More Safely

. ¢ Consider creating settings to control or

5 prohibit access to the Internet, e-mail, and
text messaging through your children’s

= wireless device.

%" 4 Remembera global-positioning system
(GPS) option, If offered by your service
provider, could be used to help locate your
children if lost.

et

rr;_i = % -

58 5] West Windsor
> 3
N/ Police




Using Wireless Devices More Safely

Parental Controls

Dvendiew Usage Controls E Locator Content Filters Profiles

Dashboard | Uzage Allowance | Time Restrictions | Blocked Mumbers | Trusted Numbers

Help: Usage Controls

Usage Controls Dashboard

- Blocked NHumbers Summary
i3 MHick 7 blocks

> See All Blocked Mumbers

Usage Allowance

Usage Allowances enable you to set limits
foarvoice minutes and messages that can
ke used during a billing cycle.

+ Add Usage Allowance

Time Restrictions Summary

Trusted Humbers Summary

Hick 4 trusted

> See All Trusted MNumbers

Mo, Tu,We Th,Fr,Sa,Su,

Nick 08:00PM ..

> See All Time Restrictions

+ Add Another Member

West Windsor
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= Jsing Wireless Devices More Safely

Parental Controls

Overview  Usage Controls  Family Locator  Content Filters  Profiles

Family Locator

e Locate
X From your Verizon Wireless device or the Web, enjoy the comfort and
canvenience of locating family members anytime.

Locate Your Family

Arrival and Departure Updates
AVerizon Wireless Exclusive! Receive updates when your family member
enters ar exits a location you define such as a school ar home.

Set Up Armival and Departure Updates

Scheduled Updates
Choose times you want to verify whether a family member is inside or
outside of a location you defined.

Set Up Scheduled Updates

Family Messaging | for FREE
Message your family members on yaur family share plan easily and
simply at no added cost.

Text Your Family

f West Windsor
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Family Members
Phon
> Edit profile :7

> Send atext message:D
dc)

UPDATES LOCATIONS

HISTORY CONTACTS
Our Locations
[JDisplay &1

Locate

Public Locations

Zoom in to view Public Locations
[& Schools

West Windsor
Police

Add Location [

Using Wireless Devices More Safely
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Using Wireless Devices More Safely

ContentFiters Promles

Content Filters Help: Content Filters

Manage the type of content that can be accessed an your child's wireless device. The Content Filtering
Service filters content accessible through the Internet, V CAST Music, VCAST Music with Rhapsody, V
CAST Video, and text messaging short codes. Once rating filters have been activated on your account,
your child will only be able to access the content for their assigned level and below.

FILTER
OFF

Ages C7T+ 3  Ages T13+ 3 Ages YA17+ 3 Filters Off =
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Watch Over Phone Usage with
eBLASTER Mobile for Android

Monitor the activity on an Android phone from anywhere: at work, at home, on a
business trip, on vacation — even if you're thousands of miles away.

With eBLASTER Mobile, you'll see:

If Children or Employees Are Where They Are Supposed To Be

Set up virtual fences around key locations, such as
mallz, parks, beaches, movie theaters, sports facilities, ‘L/
wiork lacations ... and he notified when children or
employees enter or leave these important places.

30 Aely

Biarriz Ct

2:3d4pm
INSIDE FENCE 3:11pm

QOUTSIDE FENCE

M SMS Text Messages

I'.'."'..'.is Web History

Gettranscripts of text message conversations — every
word that was typed on both sides ofthe
corversation. Know who said what to wham and
when.

Location

Find outwhere children or employees are and when
theywere there by using the GPS or cell site locatian

Review the address of EVERY wehsite they wisit. Find
outif children or employees are visiting inappropriate
wehsites and how frequently they are visited. Know if
they are spending all day surfing when they should
he doing something else.

4
J Voice Call Log

Seewhen and who children or emplovees are calling
and for howy long. Find aut if peaple are talking on the




& Sexting

Xbox Guide [@‘

Video Ployar

Muslc Playar
TerLy e v T

Windows bodia Centor

Solact Music
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® Select & Dack ¥ Sign Oul @ Xbox Home
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Select Source !
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Privacy and Online Settings

- 1'| L &

Online safety settings don't automatically change with age. If you choose Child or Teen, you may want to come back and adjust these settings as this
member gets older.

Activities
Online Gameplay ® Allowed O Blocked

Decide whether to play games with other people on Xbox LIVE. Games [Can play multiplayer games on #box LIYE. |
for Windows LIVE, Windows Phone, and some promotions allow all

members to play online for free.

Accept Friend Requests O Allowed ® PBlocked

Decide whether to accept Xbox LIVE friend requests without approval.
¥box LIVE members may want to add this player to their friends list.
You can require these requests to be approved by you, or allow this
player to approve them on their own

Purchasing O Allowed ® Blocked

Decide whether this player can purchase premium content from Xbox
LIVE Marketplace on the console and Windows Phone. Premium
content includes Xbox LIVE Arcade games, game add-ons, and other
items. On Xbox.com, purchasing is restricted to adult accounts only.

Voice and Text O Everyone O Friends Only @® Blocked

Decide who to communicate with using voice and text on Xbox LIVE.
This includes voice and text chat, messaging and game invites.

West Windsor
Police




Voice and Text Q Everyone O Friends Only @® Blocked

Decide who to communicate with using voice and text on Xbox LIVE.
This includes voice and text chat. messaging and game invites.

Video Communication QC Everyone Q Friends Only @ Blocked

Decide who to interact with using video on Xbox LIVE. Video
communication includes Video Kinect and in-game video chat.

Privacy Controls

Profile Sharing QC Everyone Q© Friends Only @ Blocked

Decide who can see this profile. A profile includes motto, personal
picture, name, bio, and location, if you have provided that infoermation.

Game History C Everyone QO Friends Only @ Blocked

Decide who can see this profile’s game history. Game history includes
the games played and achievements.

|Game histary is wisible only ko friends on gbox LIVE. i

Online Status Q Everyone QO Friends Only @ Blocked
Decide who can see this profile’s online status. Online status includes

current online activity, like what's being played now and availability to

play.

Video and Music Status QO Allowed @ Blocked

Decide who can see the fitles of the videos or music being played. If e }
online status is blocked, content status is also blocked. é ‘ ﬂ '
Friends List Q Everyone O Friends Only @® Blocked

Decide who can see this player's friends list. A friends list includes
access to friends and their profiles.

Voice Data Collection

O Allowed ® Blocked

Decide whether to allow Microsoft to collect samples of voice

[ - o

West Wind

Police



= Cyberbullying
N & Sexting

¢ 58% someone has said mean or hurtful
things to them online

|+ 53% admit having said something mean or
= hurtful online

¢ 42% kids have been bullied online
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Rachael Neblett
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Rachael was
stalked online
by an
anonymous
bully.

She died by
suicide on
October 9,
2006.



More students disciplined following girl's
suicide

March 30, 2010 | By the CHM Wire Staff Share | i Mixx | S Twitter | Email

'Y Recommend [ f "'1.11;I;Itl:jfl::i;:ﬂ:ﬂeﬁrizElnl::nlgllrneruzl this, Be the
More students have been removed from a
Massachusetts school in the investigation of the
alleged bullying campaign against a 15-year-old qgirl
who committed suicide, a school official said
Tuesday.

AR FHOT)

Mine students at the school have been charged in
what a prosecutor described Monday as a
months-long campaign of bullying that led tfo the

suicide in January of Phoebe Prince.
Phoebe Prince, 15, who had recently moved from

"We have taken disciplinary action with an additional Ire tte

small group of students and they have been

removed from the high school," Christine Sweklo,

assistant superintendent of South Hadley, Massachusetts, public schools said Tuesday in a news
release. She did not provide details on the number of students, their identities or what involvement
they might have had in events leading up to the suicide.
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Ryan Patrick Halligan
1989-2003
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Jeffrey Johnston

{58 5] West Windsor
Police

Jeffrey's mother Debbie
Johnston writes, "With the
keyboard as his weapon, the
bully violated the sanctity of my
home and murdered my child
just as surely as if he had
crawled through a broken
window and choked the life
from Jeff with his bare hands. It
was not a death that was quick
and merciful. It was carried out
with lies, rumors and
calculated cruelty portioned out
day by day.”



\

Patrick Kohlménn

| am a thirteen year old boy at Udall Road Middle school in West Islip,
NY. My name is Patrick Kohlmann and | am a victim of bullying. |
am not afraid to stand up for what | believe in. | have been called
many names and have been abused by my peers more times than | can
remember.(examples are: being called a gay fag, being thrown into
lockers, pushed down stairs, etc.)

| am tired of letting the bullies get away with what they are doing! |
want this to end. It will not be easy and I realize this, but | would like
to help others hoping that no one else will have to go through the
torture that not only me, but thousands, maybe even millions have
gone through.
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Cyberbullying

¢ Home is no longer the safe zone

— Internet is the new playground
e Instant Messaging
e E-Mail
 Blogging
o 24 Hours a day, 7 days a week
— 58% have not told their parents or any adult

about something mean or hurtful that happened
to them
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Cyberbullying

*Are you a cyberbully?
*Often, people who are victims are also bullies. Before
you feel too bad for yourself, take the quiz below to
find if you, too, are part of the cyberbullying problem!
Have you ever...
____Signed on with someone else’s screen name to

gather info?
Sent an e-mail or online greeting card from

someone’s account?
Impersonated someone over IM or online?
____Teased or frightened someone over IM?

Not told someone who you really are online,

ﬁng them to “guess™?

West Windsor
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®  Cyberbullying

*The best way to counter this problem is by teaching our
children (and ourselves) to Take 5! - put down the mouse
and step away from the computer.

*By not reacting and taking the time to calm down, we can
avoid becoming a cyberbullying ourselves.

*\What can we do for 5 minutes to help us calm down?
Kids have suggested: throwing a baseball or shooting
hoops, baking cookies, reading, napping, taking a walk or
a run, watching TV, talking to a friend and hugging a
stuffed animal.
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" Cyberbullying

*Before sending that e-mail or posting on that Web site or
bulletin board, think before you click “send.” Re-read
what you were going to send. If it meets any of these
factors, don’t send it until you fix them. And if you can’t
fix them, maybe you shouldn’t send it at all.

*|t’s so easy for anyone to misunderstand e-mails and
cybercommunications. We have to be very very careful to
make them clear and help others to understand what we
really mean. We also need to be careful not to hurt others
and be good netizens.
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Cyberbullying

«Start by making sure you are sending things to the right place,

that it arrives and that the right person gets it.

o|s it worth sending? Don’t waste peoples’ time or bandwidth with

junk, chain e-mails and false rumors

*Proofread and spell-check your e-mails and make sure they know

who you are

*Don’t attack others online, say anything that could be considered
Insulting or that is controversial

*Don’t forward other people’s e-mails without their permission or
share their personal information (BCC)

*Are you angry when you are writing this message?

*Don’t reply to spam, even to ask to be removed from their
mailing list

*How private is the message you are sending? Are you willing to
have others read this message or forward it to others without your
permission?
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Cyberbullying

*Our kids need to know that the online services and ISPs will
provide their identity pursuant to legal process. And they can be
found and held responsible for what they say and do online. It’s
very important that we teach our children to understand
accountability, online and offline. Schools can be very helpful
here. Unfortunately, sometimes when cyberbullying occurs the
schools get involved in trying to discipline the students for off-
hours and off-premises activities, often to their detriment.
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Limit Access & Information

This profile is set to private. This user must add

you as a friend to see his/her profile.

West Windsor
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Simply put- the Internet
E == 1| can be dangerous and

contains unacceptable
content. Children can be

protected with filtering
software and this is the

best

b ] VESTIE

@ - Top Ten Reviews

Integration With Popular Search Engines

The new MNet Nanny integrates seamlessly with "Safe Search” options found in popular search engines such as Google,
Yahoo, Dogpile, AltaVista, Lycos, AllTheWeb, and MSN. This means your children can't search on a search engine and
even see links to blocked sites. This new feature enables better protection against pornographic images when doing an
"image only" search_ If a child attempts to turn off the safe search capability from the search engine, Net Nanny will turn it
back on in real-time as the search is occurring. The only way to bypass the safe search is with your unigue administrator
password, which only you as the parent knows. Believe it or not, Met Wanny actually blocks content in multiple languages
to provide even more enhanced protection for your family.

More than Just Web Protection

Did you know that there are many ways your children can access pornography and guestionable content on the Internet.
MNet Manny provides full protection on not just the World Wide Web, but also less known but equally dangerous parts of the
Internet like the Usenet, Peer-to-Peer downloading networks, Chat Rooms, Instant Messages, FTP, Forums and email_ If
you have never heard of some of those areas of the Internet, it is possible that your kids have. But don't worry. Net Nanny
knows about them, and protects your children from the bad content on them.

Enhanced Reporting

Already recognized as best in class, Net Nanny reports have provided parents with a first class presentation of Internet
activity of children. As a parent you will know what sites your children have visited, and what sites they have attempted to
visit. You will also be able to see full text of the actual Instant Messages. Net Manny empowers parents to monitor and or
block children's access to certain areas of the Internet. Infernet Predators don't have a chance against parents armed with
Net Nanny.

Remote Management

Met Manny has enhanced its administration tools. Powerful Remote Management tools exist to help parents to manage
and maintain Internet policies remotely if an Internet connection exists. Monitor web browsing and instant messaging from
anywhere!




Monitor Everything
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Spector Pro Includes:

Email Recording

Chat/IM Recording
Keystroke Recording

Web Site Recording

@ Program Recording

Peer to Peer Recording
E Snapshot Recording

- PLUS -

IMFRQJUED!

g HEY!
ﬂ Internet Access Blocking

@ Keyword Detection

Paowerful Search Tools



http://www.spectorsoft.com/products/SpectorPro_Windows/index.html
http://www.spectorsoft.com/products/SpectorPro_Windows/index.html
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Control Your Internet with the

IBosSs

Available online at www.iPhantom.com

The iBoss™ is a revolutionary Internet management device that is powerful and
extremely easy to use. Incorporating state of the art hardware architecture, the
iBoss™ provides a PC or network with total Internet control, allowing a user to manage
their Internet connection. Users can block access to specific categories of Internet
destinations, online applications, and manage time spent using specific online programs
(i.e. online chat and messenger programs, file sharing, web browsing). The iBoss™
generates reports on Internet activity which can be viewed and automatically E-mailed.
Unlike software solutions, one device guards an entire network and makes tampering
difficult. Little computer experience is needed!

2 Restrict Internet Access to:
- Web browsing
- E-mail and online chat
- P2P file sharing
- And more...

>~ Simple Plug & Play
- No software or computer
experience required

> Powerful Hardware
- Faster than software

> Control Internet Rules
- Simple category blocking
- Application based blocking
- Advanced custom blocking

2 Prevent Identity Theft
- Stop Phishing attempts

> Prevent Viruses & Spyware
- Block malicious websites

> Monitor & Log Activity
- View detailed reports

- Automatically E-mail reports

- Tamper resistant

2~ Hassle-Free
- One device protects a single
PC or entire network
2 Limit Internet Access Time
- Easy schedule based control

> Compatible
- Windows®, Mac®, Linux®

>~ State of the Art Hardware
- Featuring Freescale™ Technology

The iBoss™ makes it easy to manage a single PC or an entire network.




.ChildLOCATOR cow EIRGESCUIEIOCNCSOICIRGE] 80 cemini Tracking GPS Child Locator

WHYUS | MEWS | FAQ | AWARDS | PRIVACY | SHIPPIWG | POLICIES | CONTACTUS

MSRP $399-59 wherif¥ GPS Child Locator Watch .
Mind for Parents, Cool for Kids, Children have a natural urge to explore, Parent

NOW ONLY $179-99 Eﬁi‘la;r?eg are safe,

That's why Wherify created the world's first GPS Personal Locator to help you determine

ge_t F.REE SHIPPING! Wherify's GPS Child Locator helps keep loved ones safe by combining Wherifﬁ's patenter

(free shipping offer ends 03/01/04) Defenslf's rnulti-billion dollar Global Positioning System (GPS) satellites plus the largest 1
netwaork,

So relax. Mow you can have peace of mind 24 hours a day while wour child is the high te

Receives and stores up to 10
n é = @ | numeric pages.

The watch sets itself accurately,
no matter what time zone you're in.
Rugged, lightweight and
adjustable locator is
waltar-resistant and

Wearer presses bwo outer cut-resistant.

ORDER NOW buttens for 3 seconds to

initiate a 911 emergency
response; Subscriber may L £

deactivate this feature. Use inserts included

ORE COOL FEATURES FOR THE GPS ot e skoe 1o
ATCH BY WHERIFY:

‘Lhoose Your Map Style
Press to automatically £ o
lock locator. = 4 Manually locks and
. unlocks locator.

FLo .

Girmes on yout
EnEUre Your o

Unlock The Lo
Yaur child ha:
aJarty, Mow un

shaone sa yaou
SR Cell Phones and Device lets Parents remotely monitor childrens and teens
location and even vehicle speed via a website.

Knowing your child's or teenagers current location can be as simple as
checking it on the computer.

See how it Child I-ler:itorin'wor.ksl.click below
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TV Timer - BOB

The Latest in Electronic & TV Time Management.

plugs into the back of BOB
ced in place. Then, BOB

amount of time a child spends using that media device.

Parents decide an acceptable amount of viewing time
hild per day or per week. Specific time
for studying,

s the time used. A "master pin”
allows a parent to turn on the connected device at any time.

When a child's pres
shuts off the att:

that user for the remainder of the day (or weelk).

Features:

West Windsor
Police




Windows 8: Explore new and improved
security features

The newest operating system from Microsoft has several security features built in and ready to go.
On this page:

Family safety settings
Automatic updates
Antivirus protection
Phishing filter

Data and device security

Help keep your family safer

It's easier than ever to keep track of your kids” online activities with Windows 8. You can monitor their Internet use, block or allow
access to certain websites, and choose which games or apps your kids can access, To turn on Family Safety, at least one
designated adult needs an administrator account, and a standard user account is needed for each child who will be monitored.

Learn more about how to keep your family safer with Windows 3

4 | Dwylan Miller

sh ) Famay safeey v Dylan Miller

Drylan Miller Settings for Dylan Miller
Wiek: llaring el Dylen Ridler kewp track of ol thesr ettngs by uang & emdy PACT from Get Gane Sama
Wikl FEneraig sl

ARy EpONTNG Witk St Chd- Tty

Rdparati . L .

Timag Bty

Game restrtoed

App restrateom

AT e
y i |

Accounts for Dylan Miller

Ceyan Mder on FAMILY PC
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Settings for Dylan Miller
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3 Activity reporting

i

Family Safety w» B Activity reporting

Activity report for from
Web filtering N N _
Wb filtering lists @ Turn on activity () Turn off activity reporting

reporting
Activity reporting
AT 5 Wieh activi PC activi
e ([ Ummary et activity activity
Fame restrictions .
Most popular websites tview all Latest searches (view all
App restrictions _ o
(33% of all the websites | wisited)

Family Members youtube.com

aol.com

google.com

aolcdn.corm

facebhook.com

o

10 20 20 40 a0 a0 70 a0 =l
Mumber of pages visited

FC time used fview al} Most used apps and games (view all
Mo results this week & Google Chrome: O hrs 47 mins
| Motepad: O hrs 12 mins

[fw Microsoft Office Ward: 0 hrs 7 mins
(3 Wicrosoft Office PowerPoint: O hrs 6 mins

Sticky Motes: O hrs 1 mins i : Posti

Windows Store downloads (vew a
Mo results this week
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Time limits
Family Safety » b Time limits

Time limits for

Web filtering

Wiab filtering lists alloweance (Off) Curfes (0n)
activity reporting
- Curfew Turrn on

Tliine uslis Set times wher o can't use the PC at all.
Game restrictions

App restrictions Midnight {4 | Moon (PR

2 1 2 3 4 S 1w 1 12 1 2

Family Members

L allowed  Eelocked
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Wireless My Network i Parental System
Settings i Control Menitoring

Action Zone

Jackson_U

= 7 . om @ GO TO THE >
Router Status onnection Type: ; Ethernet INTERNET NOW
=i IP Address: 19;.1.58.1.2
E Status: Active
Your router is Ready for Remote Access: Enabled
Internet Access

PC Name: new-host

~ Connection Type: ¢l Coax verizon
g Broadband Connection IP Address: 192.168.1.3

Status: Active :
Verizon.com

Werizon Central
Verizon Business Center
Verizon Surround

Coax Status: Connected _ PC Name: MacBook-Air

Connection Type: DHCP ~ Connection Type: ((‘P) Wireless

IP Address: 173.48.59.54 IP Address: 192.168.1.7
Status: Active
Remote Access: Enabled

Quick Links Device Name: IP-5TB1

) ) Connection Type: | Coax Shop
Change Wireless Settings IP Address: 192.168.1.102 Actiontec
Status: Active

Change Legin User Name /
Password Device Name: IP-5TB2 ﬂ Music
~ Connection Type: Coax
Tﬂ% IP Address: 192.168.1.100
(Games, IM & Others) Status: Active n .
Videos

Remote Access: Enabled

Adding a Webcam

PC Name: CTY1
Verizon Help " Connection Type: = Ethernet

IP Address: 192.168.1.4
Logout Status: Inactive

Remote Access: Enabled

PC Name: iPhone

" Connection Type: (('|‘3) Wireless
IP Address: 192.168.1.5
Status: Inactive
Remote Access: Enabled

PC Name: Macintosh-2
" Connection Type: ((‘r)) Wireless
IP Address: 192.168.1.6
Status: Inactive
Remote Access: Enabled

West Windsor
Police
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This is for me

My friends today

and my friends tomorrow

| think being mean is wrong

| don't watch somebody get picked on
because i'm a dosomething person
not a do nothing person

and i care

can help change things

| can be a leader

in my world

there are no bullies allowed
bullying is bad

bulying bothers me

| know sticking up for someone

Is the right thing to do

My name is Sydney

and | won't stand by

I will stand up

| miss u

FPHEEBS ;)

If someone ever bullies me
I'll say the bully pledge and think of u, MY ROLE MODEL.

Sydney ;) :( Rest In Peace
My new BFF

West
Police







(@ There is Hope!

¢ Always ask Questions

’ ¢ If it doesn’t feel right — check it out
& ¢ Watch For

B _ Evasive behavior

— Packages in the mail

— Hang up phone calls
o Call intercept, caller id

— Sleep Over

«?%&'h"s‘ﬂi‘% )

a5 West Windsor
> 3
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Help i1s a phone call away

¢ West Windsor Police
e (609) 799-1222

¢ National Center For
Missing and Exploited
e e YRR

e 1-800-THE-LOST E-!:EPSLI&G &

CHILDREMW

F Macmillan
i McGraw-Hill

West Windsor
Police



http://www.missingkids.com/missingkids/servlet/PublicHomeServlet?LanguageCountry=en_US&
http://www.missingkids.com/missingkids/servlet/PublicHomeServlet?LanguageCountry=en_US&
http://www.isafe.org/
http://www.isafe.org/

Tk o

Lieutenant Robert Garofalo
Computer Forensics & Investigations

Brought to you by
Chief Joseph M. Pica, Jr.

West Windsor Twp Police Department
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F | RESOUICES
4 o www.isafe.org
¢ WWW.cybersmart.org
o www.missingkids.com
.=+ www.spector.com
S ¢ Www.iphantom.com
¢ WWW.netsmartz.org
¢ www.Positiveparenting.tv (Tom Palermo)
¢ WWW.Netnanny.com
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