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Resources
♦www.isafe.org
♦www.cybersmart.org
♦www.missingkids.com
♦www.spector.com
♦www.iphantom.com
♦www.netsmartz.org
♦www.Positiveparenting.tv (Tom Palermo)
♦ garfo@westwindsorpolice.com



Child Cell Phone Safety
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Using Wireless Devices More Safely

♦ Cell phone usage by teens is on the rise 
♦ Across the world
♦ In 1997, 3% of 13 year olds had cell 

phones
♦ In 1999, 50% had cell phones
♦ In 2001, over 80% had cell phones
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Using Wireless Devices More Safely

♦ In 1997, less than 20% of 16 year olds had 
cell phones

♦ In 1999, 80% had cell phones
♦ In 2001, almost 100% had cell phones
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Using Wireless Devices More Safely

♦ Today
♦ Cell phone usage by 10 to 17 year olds 

can be as high as 3 to 4 hours a day
♦ 44% of teens said they use text messages 

as their primary source of communications
♦ With text messages being sent from the 

movies and the dinner table
♦ 26% said it’s the first thing they do in the 

morning
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Using Wireless Devices More Safely

♦ What is the problem ?
♦ Cell phones are used to 

– Transmit inappropriate pictures of friends
– Harass others with hate messages
– Use text messages to send answers during 

tests
– Take pictures of exams and send them to 

friends
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Using Wireless Devices More Safely

♦ They are also used to
– Make drug transactions
– Make contact with child predators masking 

themselves as other teens
– Countless other crimes
– Distract teen drivers and cause countless 

motor vehicle accidents
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Using Wireless Devices More Safely
♦ CASTLE ROCK, Colo. -- Douglas Countly prosecutors 

investigating reports that middle school students had 
taken nude pictures of each other on their cell phones 
and sent them around the school said they found no 
criminal wrongdoing and will not file any charges. 

♦ The photos were apparently taken by about 18 eighth 
graders, boys and girls, at Castle Rock Middle School 
over the past few weeks. The photos were then viewed 
or forwarded to as many as 20 students. 

♦ District Attorney Carol Chambers said Thursday that 
there is evidence at least one of the photos did get onto 
the Internet, but there is no evidence of criminal intent or 
adult involvement. 



West Windsor 
Police

Camera Phones
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Using Wireless Devices More Safely

♦ What Can Be Done?
♦ Parents, grandparents and care givers can 

follow some easy steps to protect their 
children 
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Using Wireless Devices More Safely

♦ Set appropriate ground rules for your 
children’s use of wireless devices. 

♦ Decide who they may communicate with 
and how they may use these devices.
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Using Wireless Devices More Safely

♦ Monitor your wireless bill to keep track of 
the amount of time your children spend 
talking and sending messages and with 
whom. 

♦ Pay special attention to numbers or 
messages from people you do not 
recognize or have not approved.
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Using Wireless Devices More Safely

♦ Teach your children to tell you if anyone 
sends them a threatening or frightening 
message. 

♦ If your children are being stalked, 
harassed, or threatened in any way, report 
the incident to the West Windsor Police

♦ We have a computer crime investigative 
team that can handle any computer or cell 
phone investigation
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Using Wireless Devices More Safely

♦ Remind your children text messages may 
be intercepted or used by others. 

♦ Teach them to use appropriate language in 
their messages while being sure not to 
reveal personal or identifying information.
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Using Wireless Devices More Safely

♦ Know your children’s passwords and 
assist them in setting up their account.
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Using Wireless Devices More Safely

♦ Consider creating settings to control or 
prohibit access to the Internet, e-mail, and 
text messaging through your children’s 
wireless device. 

♦ Remember a global-positioning system 
(GPS) option, if offered by your service 
provider, could be used to help locate your 
children if lost.
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Using Wireless Devices More Safely

♦ Verizon as well as other cell companies 
have services like guardian that allow you 
to locate your child's phone and pinpoint 
its exact location using your cell phone or 
the Internet
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Using Wireless Devices More Safely

� Monitor your children’s wireless use just 
as you do their online computer use. 

� Keep the lines of communication open 
with your children so they will be more 
likely to tell you if they have concerns 
about someone contacting them or 
information they have received. 
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XBox 360
� Monitor its use 
� 160 Gigabyte Hard Drive 

� Stores music & Video
� Wireless

� Live connection to others 
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XBox 360
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XBox 360
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Cyberbullying

♦ 58% someone has said mean or hurtful 
things to them online

♦ 53% admit having said something mean or 
hurtful online

♦ 42% kids have been bullied online
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Cyberbullying

♦Home is no longer the safe zone
– Internet is the new playground

• Instant Messaging
• E-Mail
• Blogging
• 24 Hours a day, 7 days a week

– 58% have not told their parents or any adult 
about something mean or hurtful that happened 
to them
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Cyberbullying

Ryan.exe
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Good Messaging Manners

♦What are some ways you can communicate 
in cyberspace?

♦Which of these communication methods are 
usually one-to-one?

♦Which are usually group communications?
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• In cyberspace, people can’t see your facial 
expressions or hear your tone of voice. 

• They have only two ways of judging what 
you’re thinking. 

• One way is by the words you choose.

• The other is by the manners you use. 

• So, choose them wisely.
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Flame War
♦ Flame wars are the 

cyberspace equivalent of 
a "put down" or bullying 
session. 

♦ In the physical, they may 
lead to a fight. 

♦ Because this can't happen 
in cyberspace, some 
people are more prone to 
be rude than when they 
are face to face.
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Online Bullies

♦Cyberspace has many positive experiences 
and can be a great resource for information 
and fun.

♦ It is important to be able to handle any 
situation that may occur in cyberspace
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Sondra is planning a slumber party to 
celebrate her birthday. Her parents have set 
a limit of eight girls, so Sondra can’t invite 
everyone she’d like. Two girls who are left 
out overhear the plans. Angry, they plan 
their revenge.
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The girls make a “We Hate Sondra Jones”Web site. 
They say that anyone invited to the party should 
not go. They tell everyone in school the site’s 
address. The girls invite everyone to add new 
reasons why they hate Sondra and to spread ugly 
rumors about her. 

When Sondra hears about the site, she gets a sick 
feeling in her stomach. Unable to ignore it, she 
checks the site often. Each day she finds a new 
nasty comment or joke about her. She feels hurt 
and powerless to defend herself. Sondra is too 
embarrassed to go to school and tells her parents 
she is sick.
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For the tenth day in a row, Andrew opens an 
E-mail that says,“I’m getting closer.” He 
doesn’t recognize the sender’s address. He 
wonders if someone at school is trying to 
scare him. On the other hand, it could be a 
stranger.

Whatever the source, Andrew is scared. 
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The next afternoon, Andrew is home alone. 
The E-mails come every few minutes. “I’m 
hiding in your house using a wireless 
Internet connection.You’ll never find me. 
But I’ll find you.” 

Frozen with fear, Andrew can’t think what to 
do.
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♦Taking Action
– Feeling Uncomfortable

• Embarrassed
• Upset
• Depressed
• Afraid

– Recognize Bullies
• Bullies feel powerful when they bother others
• They use hurtful words or threaten
• The bully is often someone you know
• Easier to be nasty online
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♦Taking Action
– Do Not Tolerate It
– What to do

• Sign Off
• Leave the chat room
• Block Messages
• Save & Print the e-mails or messages
• NEVER REPLY
• Talk over what to do with friends
• REPORT your experience to a parent, teacher 

or other trusted adult
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♦Sondra
• The angry girls have created a safety issue by publishing 

Sondra's full name-private identity information. 
• This information is now available to strangers. 
• Such bullying is wrong and unsafe and should be reported 

to Sondra's parents and to her school. 
• She should save a copy of the Web page to provide to 

whomever she reports the incident to. 
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♦Advice for Andrew:
– Andrew should save and print copies of all the 

E-mails and show them to his parents or 
another trusted adult. 

– How he responds to this incident will affect its 
outcome

– Keeping his anxiety to himself is not as 
effective as asking a friend or an adult for help. 



West Windsor 
Police

♦Against School Rules
– Disciplinary Action

♦Harassment
– Police Action
– Jail or Fines
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Blogs

♦Web LOGS
♦Myspace.com
♦Facebook.com
♦Many, many, more…….
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Profile Solutions

♦Little to no information
♦Non-searchable information
♦DON’T USE ONE
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Who Else is Checking?

♦How long does it take to travel from one 
point to another in Mercer County?
– 20 Minutes ?????
– From Trenton?
– From East Windsor?
– From Hightstown?
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Why is this a problem?
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Limit Access & Information
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Do you Speak the Language?
♦ ASL

– Age, Sex, Location
♦ IPN

– Im posting Naked
♦ CTN

– Cant Talk Now
♦ POS

– Parent over shoulder
♦ P911

– Parent Alert
♦ PAL

– Parents are Listening
♦ 9

– Someone is looking
♦ 99

– Person has left the room
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Newsgroups

♦Exchange of Information
– Selling Items
– Buying items
– How to……
– Pictures
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America Online Newsgroups
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Internet Based – Yahoo Groups
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Newsgroups – Outlook Express
♦Posting of Information
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Combine & Decode
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Newsgroup Solutions

♦Monitor their use
♦Asparagus and Puffies ???????
♦Blocking Software and Filters
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♦only let them use chat areas that you 
have visited.
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Monitor Everything

http://www.spectorsoft.com/products/SpectorPro_Windows/index.html
http://www.spectorsoft.com/products/SpectorPro_Windows/index.html
http://www.spectorsoft.com/products/SpectorPro_Windows/index.html
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♦keep the computer in the 
family room or another open 
area of your 
home!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
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Talk To Your Child
♦Who ?

– A parent is the best person
♦What?

– Personal Safety Skills
• Smart Thinking
• Strong Character
• Sticking Together

♦When?
– NOW !!!!!!!!!!!!!!!!!!!!!!!!!!!!
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♦ How?
– LISTEN

• Know Daily Activities
• What do they like and dislike
• Encourage open communication
• Let them know that safety is your #1 Concern

– TEACH
• Set boundaries (People, places and things)
• Buddy System
• Its OK to say No
• www.Positiveparenting.tv (Tom Palermo)

– GET INVOLVED
• Know where your children are at ALL times
• Check in when plans change
• ATTENTION & SUPERVISION

http://www.positiveparenting.tv/
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♦PRACTICE
– Safety Skills need to become second nature

• Home
– Contact Information For You

• Neighborhood
– Visual Boundaries
– Interact With Neighbors
– Don’t drop them off at Malls, Theaters, Parks
– Adults should never approach them

• School
– Clothing Tags
– Safe Route to School
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There is Hope!

♦Always ask Questions
♦ If it doesn’t feel right – check it out
♦Watch For

– Evasive behavior
– Packages in the mail
– Hang up phone calls

• Call intercept, caller id
– Sleep Over
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Help is a phone call away
♦ West Windsor Police

• (609) 799-1222

♦ National Center For 
Missing and Exploited 
Children

• 1-800-THE-LOST

http://www.missingkids.com/missingkids/servlet/PublicHomeServlet?LanguageCountry=en_US&
http://www.missingkids.com/missingkids/servlet/PublicHomeServlet?LanguageCountry=en_US&
http://www.isafe.org/
http://www.isafe.org/
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Sergeant Robert Garofalo
Computer Forensics & Investigations

Brought to you by
Chief Joseph M. Pica, Jr.

West Windsor Twp Police Department
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Resources
♦www.isafe.org
♦www.cybersmart.org
♦www.missingkids.com
♦www.spector.com
♦www.iphantom.com
♦www.netsmartz.org
♦www.Positiveparenting.tv (Tom Palermo)
♦www.netnanny.com
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